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Development of a Cybersecurity Workforce Management System

Jun-young Ahn’, Seung-hun Lee’, Hee-min Park” and Hyun-chul Kim"’
“"Dept. of Software, Sangmyung University

ABSTRACT

According to the trend of increasingly sophisticated cyber threats, the need for technology research that can be
applied to cyber security personnel management and training systems is constantly being raised not only overseas but
also in Korea. Previously, the US and UK have already recognized the need and have been steadily conducting related
research from the past. In the United States, by encouraging applications based on related research (NICE
Cybersecurity Workforce Framework) and disclosing successful use cases to the outside, it is laying the groundwork
for profiling cyber security experts. However in Korea, research on cyber security expert training and profiling is
insufficient compared to other countries. Therefore, in this study, in order to create a system suitable for the domestic
situation, research and analysis of cases in the United States and the United Kingdom were conducted over the past
few years, and based on this, a prototype was produced for the study of profiling technology for domestic cyber
security experts.

Key Words : NICE Cybersecurity Workforce Framework (NICE Framework), Chartered Institute of Information
Security (ClISec), Cyber Security Expert
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2. Related Work 4
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Table 2. An example of Knowledge, Skill, Ability
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Fig. 1. Diagram of NICE Framework.

Assurance: Audit, Compliance and Testing

Operational Security Management

2.2 CIISec Skills Framework (UK)
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Incident Management, Investigation and Digital Forensics

G m m O

Data Protection, Privacy and Identity Management

oﬂ NCSC (NaIJ()nal Cyber SSCUI‘I'.y Center)i‘:' Ei UK ;(-] 5 Il Management, Leadership, Business and Communications
9—]% H]":L += Information Assurance Ptofessmnals.J O] 7] JJ‘ K Contributions to the Information Security Profession and
o= tgﬂ»l—, 2019](:] 6'0*‘] =) % QI—AI oﬂj\—] Royal Cl Professional Development
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Table 3. An example of skill definition and levels in the
CllISec Skills Framework (Forensics)
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2.3 CyBOK (UK)
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Fig. 3. Relationship between Skills&Knowledge Framework
and CyBOK.
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2.5 Use Cases (iQ4, Career Framework)

1) iQ4 - NICE Framework

MY CAREER PATHS s

- 2 -
b b)

S > 2 5
o 5 2

Fig. 4. Skills Passport of iQ4 which shows analysis results
according to user’s skills score.
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2) Career Framework® — ClISec Frameworks, CyBOK

CAREER PATHWAYS

Fig. 5. Job proficiency required by the government for
public service.

A W BAS i 4 gl Aulash EAfsih Nosc

! iQ4 website : https:/www.ig4.com/
2 https://www.gov.uk/government/publications/the-government-
security-profession-career-framework
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3. Proposed System
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NICE Framework list
@ Category / Specialty Areas / Role
@ KSA(Knowledge, Skill, Ability

Fte| 22| 7|

88 5y
MY @
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(Role / Specialty Area
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user profile DB

]
) Role &% G H{/E8 User®| KsA sett NICE
- - x5 ey M e 278t Role Fr Kk
U e kA @Y matching KSA Set
=2
user __'ng
Mo (Role insert) * KSA: Knowledge, Skills, Abilities

Fig. 6. Flowchart of Cyber Security Expert Profiling System.
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* Securely Provision

« Operate and Maintain
« Oversee and Govern
« Analyze

« Protect and Defend

« Collect and Operate

 Investigate

o [E==]

Fig. 7. Profiling System Startup Screen.

(s uf Fig. 8-1
Securely Provision
Operate and Maintain oM

. Fig. 8-2

« Oversee and Govern

o Analyze « Securely Provision

b o Risk Managemen

.

» = Security Control Assessor
o Software Development

K0002 Y& : Knowled o Systems Architecture

Y& : Knowled| * Investi
transmission of

o Wy E

Protect and Defend
Collect and Operate
Investigate

K0038

KOOO1 98
ehE : HE UENY 71t =S8, v

Knowledge of computer networkin,

() KO002 YUE:
ohat : Y 22| Z2AM|20] Chgt X|4 (of :

Knowledge of risk management prd

Fig. 8. Navigation screen for selecting KSA.
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Recommended Role List
OO0l A BiX ARt 7P Tt AR MY E HEHER 8
2|8tA|2t QI | Position2t0| YGIO|E ElL|Ct.
v Authorizing Official qa
Security Control Assessor g

E8 UESI 2ot W of chgt x|,

Fig. 9. Work role matching result of Cyber Security Expert.

« KOO0O1 Knowledge of computer networking concepts and p}

Information Systems Security Manager
Information Systems Security Developer
Software Developer
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« K0262 Knowledge of Personal Health Information (PHI) data security s
« K0267 Knowledge of laws, policies, procedures, or governance relevan

Information
Systems

Security A Hx E= M A CiSt X|4
Manager « K0042 Knowledge of incident response and handling methodologies. /
Total: 27 / « K0043 Knowledge of industry-standard and organizationally accepted
59 « K0046 Knowledge of intrusion detection methodologies and techniqu¢
K: 26 /53 fiet Aol AR YUE X 710l chet X1
S:0/3 « KOO053 Knowledge of measures or indicators of system performance ar
Al/3 « KOO058 Knowledge of network traffic analysis methods. HIER3 E2§8|

Fig. 10. Comparison result of matched work role and Cyber
Security Expert’s KSA.
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3G £A D 7 AT EL KSA BE| dhato]
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e
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o Security Control Assessor
o 2AtEZ(swh01007)
o 0]Z3|(lkh)
¢ Authorizing Official
o 0|5 E(Ish)
¢ Mission Assessment Specialist

o|zts

of computer networking cor
{FE YEY e Z2s

methodolo
Fig. 11. Statistics screen for each organization in the pro-
filing system.
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4. Conclusions
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